Appendix 1 - GDPR Campaign materials

Intranet banners

12 golden rules
Report any data
breaches immediately.

12 golden rules
Know how you're allowed
to use people’s information.

Staff leaflet

12 golden rules

)

With the introduction of the new General
Data Protection Regulation (GDPR), protecting
information is now even more important than ever.

Whatever our role, we all have a responsibility to
protect the Council's information and understand
the changes that GDPR brings.

To help us understand the changes, we've updated
the 12 Golden Rules of Protecting Information.
This leaflet summarises the rules. There is more

information and guidance available
on the infranet.

Protecting information and GDPR

— what you need to know

MANCHESTER
CITY COUNCIL intranet.mec.local/protectinginformation



No.3: Avoid data breaches
No.1: Understand why GDPR is important Please double and triple-check postal and email addresses
We all have the right to expect that cur personal before sending out persenal information.
data and privacy are respected.
Check with your line manager when asked to disclose

The new General Data Protection Regulation (GDPR) personal information.
enhancss these rights — good for us and our residents.

Think twice about using group email lists and ‘reply fo all’,

(Oh - and there's a fine of up to €20millicn and check your sharing seffings on Google

if we don't comply.) documents and sheets.
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No.2: People have the right to know what
personal information we hold on them
From 25 May 2018, peaple have the right fo access their
personal data for fre. This is called a Subjct Access

No.4: Know what to do if
co"ecting pelsona| data
You must tell people why you're callecting their information,
what you'll do with it and who you're sharing it with. You
Request, and generally we now have a month to ) )
must also use it only for the reason it was collected.
respond to these requests.
Giving individuals Privacy Notices when collecting personal

information is essential.

You'll need to carry out a Data Protection Impact Assessment
(DPIA) at the start of any major project that

callects personal data.

Branded PowerPoint to share with teams

12 golden rules
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Understand why
GDPR is important.

We all have the right to expect that our personal data and privacy are respected

The new General Data Protection Regulation (GDPR) enhances these rights
good for us and for our residents

(Oh - and there’s a fine of up to €20million if we don’t comply.)

Guides/Factsheets for staff



GDPR Fact Sheet No.11
Marketing and Consent

The law on direct markefing by electronic
means is govemed by the Privacy and Elecironic
Communications Regulations (PECR). PECR resticts
unsolicited markefing by phane, fax, email text or
ather slectranic messages.

Direct marketing is a communication (by whatever
means] of ony advertising or markefing material that

s directed ot panticular individuals. Marketing doesn't
justinclude services or products - it also includes the
promation of policies, aims and ideals, and therafore
covers public authoriies, poliical porties, charities

etc. Routine communications about a service being
provided or iraditional forms of communication leflers,
leaflets, fiyers efc] do not consfitute direct marketing for
the purposes of PECR; however, the processing of the
personal data must il comply with GDPR.

Under PECR you must ot send electronic mail
markefing 1o individuals unlass:

* They have specifically consented to electraniz mail
(GDPR impases stict condifions on this); ar

+ They are an exisiing customer who bought
for negatiated 1o buy) services from the Council
and at thot fime were given an option to opt out
when we collected their details and each fime we.
communicate with them. This is fikely 1o ba of
limited use 1o the Council.

The rules for direct markefing fo businesses or
corparote bodias are lass rastictive; however, if you
directly morket a business it s good practice to give
them a right 1o opt out_

What will change under GDPRE

PECR will not change because of GDPR. Legilation

s currendly being considerad ot a Europaan level 1o
replace the directive upon which PECR is based. This
is known as the ‘ePrivacy Regulator!. Further guidance
will be issued when more details are known.

GDPR will change the requirements of obiaining
consent. Under GOPR, consant must be given by
clear ofimative act estoblhing a freely given, specific,
informed and unombiguous indication of the data
subject’s agreament o the processing of personal data
relating to him or her, such o3 by o writlen statemen,
including by elecrrical means, or an oral statement
recital 32), and the conraller shauld be able fo
demonsirate that the data subject has given consent

1o the processing operation {recial 43).

How do | obtain valid consent?

Under GDPR, the standord of consent is now
higher - and the Council has an incrensed duty of
occountability. This maans that the Council must ba
able to show that proper consent hos been obiained
from the dafa subect to directly market fo them.

1. Itis informed consen, ie. the persan s given clear
information about whot information is collected,
who it i shared with, and haw it will be used of the
point of consen.

2. The consent is unambiguous — i cannot be @

generol catch-all consent for any kind of use of
that information.

. The consent should be ‘granular’, eg. rather than
one single consent for oll markefing purpases, it
should give the person the most conrol aver exactly
what direct marketing they are consenting 1o, eg.
allowing them o select the channels they will be

SMS etd) and specifying from

whom the markefing wil come, eg. the organisafion

itself or third parties.
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Fair Blame Statement

Monchester City Councilis raquired to have the highest
standords of information security ond welcomes the
inaduction of GOPR 1o help achieve this. Not only is
it about protecing our residents' data and informafion,
i's olso about our own information o siafl members.

We all have the right o privacy and would wont our
vwn data profected fo the highest standards. Cur
residents should expedt the same from the Council.

Al members of staf should be engaged in creating an
information-sensitive culture, indluding learning lessons
from any instance where we do not meat our own high
standards or the terms of the regulations.

Howewer, we racogrise that genvina mistakas can

be made and e will work quickly fo review these

in full consultation with the staff members involved.

This will be o consiruciive exercise with no reference

1o formal disciplinary proceedings [although staff moy

be required to review fheir current procfices and/or

undertake furter fraining or skils development] on
the basis that we are satisfied the incident s no.

* Malicious or criminal in intent, ar where confidential
datm is occessed inappropriately for personal
benefit or the benefit of others

+ The resuh of working proctices so out of line with
Coundil procadures as 1o be reckless

+ Evidence of a sequential failure where the same
feam or member of staff makes the same mistake
repeatedy

Al sicff are acively encouraged o report ermors
quickly 1o their line manager in order o meet the naw
requlaticns and so that we all wark 1o improve our
warking prociices.
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